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Introduction to the Guide

This document offers a high-level introduction to using Box and OneSpan for sharing documents
with producers.

Box is a file-sharing platform that allows producers to upload files directly to the platform via their
browser, without having to download any software. Box is not intended to be used as a long-
term file storage platform, so documents should be moved to their final storage locations and

deleted from Box once the transaction with a producer is completed.

High level view of the various steps for using Box:

Producers’ Box account/folder(s) are initiated by a service center employee
Producers will receive an invite, via e-mail, from Box to gain access to their folders
Producers will then be able to view documents awaiting their action

Producers can download the document(s) from Box, print the document(s), sign, scan
and upload back to Box to ensure secure document sharing

A second option is that producers can download, print, sign and return via US postal
mail to their service center

A producer Box account is not required to use OneSpan.

Producers can digitally sign document(s) with OneSpan through an email sent by a
service center employee.

IMPORTANT INFORMATION

Producer documents MUST be uploaded within an individual producer folder that is
inside either the main Farm Loan Program or Farm Program folder. Due to Box’s
folder permissions structure, you should not upload an individual producers’
documents directly to the main Farm Loan Program or Farm Program folders.
Otherwise, uploading a file to either the main Farm Loan Program or Farm Program
folder WILL expose the individual producer’s Pll to other producers’ folders.

Similarly, permissions to producers should be granted to the individual’s folder only—
NOT the main Farm Loan Program or Farm Program folders. This is because
granting access to the main folder will grant that producer access to EVERY OTHER
producer folder within the main folder.

Once documents are signed/returned through Box they must be removed when
physically stored or moved into the “Program Files for Upload into DRMS” folder
within the appropriate Farm Program or Farm Loan Program Folder when digitally
stored. Box is not intended to be used as a long-term document storage solution.

Distributed by the Office of the Deputy Administrator for Field Operations
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2. Getting Started with Box + OneSpan

This section contains instructions on how to get started with your FSA Box + OneSpan license.
You will need a computer, access to your government email, and either your PIV Card or your
eAuth credentials. If you do not have access to Box + OneSpan, please contact your State
POC to request access.

As a first step, please review the below videos in order. Then, please proceed to review the
associated materials in this Guide to learn more.

1. FSA New OneSpan User Interface Employee Demonstration: Adding a Single Signer

to a Document

2. FSA New OneSpan User Interface Employee Demonstration: Adding Multiple
Signers to a Document

3. FSA New OneSpan User Interface Employee Demonstration: Sending Multiple

Documents to a Signer

FSA OneSpan for Client Demo: Signing from a Smart Phone

FSA New OneSpan User Interface Employee Demonstration: Receiving Documents

from a Producer

B

o

NOTE: To access a full list of videos and user guides, please go to the MyFPAC Box +
OneSpan page. You will find a more current list of videos and Q&A’s.

All Box + OneSpan questions received from current or new producers must be answered by
FSA county office staff. If the FSA county office employee does not know the answer,
please contact the State Assigned Point of Contact for assistance.

2.1 Logging into Box + OneSpan for The First Time

Most users will not receive an email after their initial access to Box + OneSpan has been
granted by HQ.

1. New Users must Click Here OR right click and select “Copy link address” then paste
into Chrome browser to activate their “Send with OneSpan Sign FedRAMP” account.

Note: You may see the Project Hosts SSO Service Page after clicking the link,
please wait for it to continue to load until you see the OneSpan Dashboard.
You may need to select “Active Directory” from a list to proceed.

(see next page for continued instructions)
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2. Maintaining Personal Information on your OneSpan Account will allow packages to
be customized to your transactions and delegated transactions. This is a one-time
setup unless you change titles, locations, efc.

1) CLICK on the profile image in the top right corner and select “My Account”.
2) CLICK on “Personal Information” from the left navigation bar if it is not
already selected.
3) UPDATE the “Title” field to an FSA Representative Approving Official.
a. Examples of Approving Official: County Executive Director or CED,
Farm Loan Manager or FLM, District Director or DD, efc.
b. Examples of Approved Delegates Acting on behalf of an FSA
Representative Approving Official: Acting CED, Acting FLM, etc.

NRCS Approving Official E-SIGNED by Kirt Peterson

signatore. on 06.06.22

USDA electronic signature; manual signature not required

Date: 71132020 Acting CED

Example of an Approved Delegate signing on behalf of an FSA
Representative Approving Official.

4) UPDATE the “Company” field to your office location using the following
format:
a. County Office Employee: FSA Manitowoc County, WI
b. State Office Employee: FSA WI State Office
c. National Office Employee: FSA-OA Office of Management and
Strategy; FSA-DAFLP....; FSA-DAFP....; FSA-DAFO....
5) UPDATE the “Time Zone” field to your county office location.
6) CLICK “Save”, then proceed to add a Delegate

© OneSpan, Dashboard ~ Transactions  Templates Reports \/ Admin v/

My Account Personal Information

PROFILE

ane
Tite o Company
Acting CED FSAHolt, MO

Timezone

©©

Pronenumser
Signature 202-690-5221 (GMT-5:00) US/Eastern

Address
SETTINGS rere

Access Delegation

state Zpcose

(see next page for continued instructions)

Distributed by the Office of the Deputy Administrator for Field Operations
Farm Service Agency

--Internal Use Only-- 5

“ @[]



FSA Box + OneSpan User Guide v8 December 12, 2022

3. Update the ability for others to access your OneSpan Sign account while you’re away
from the office by selecting “Access Delegation” on the SETTINGS tab, add one or
more delegates. CLICK Save, then immediately close the browser.

(o] OneSpqn;(‘?,.,L Dashboard Transactions Templates Reports v/ Admin Vv o

My Account 9 Access Delegation

PROFILE
o (@ ADD DELEGATE
Personal Information

Q il DELETE

Password

Signature
There are no delegates that match the search criteria.

SETTINGS

Access Delegation | e

IMPORTANT: Please follow agency policy for signature authority and signing
on behalf of other employees.

4. Tolog in to Box + OneSpan for the first time,

from a Chrome browser enter the following URL
https://nrcs.account.box.com/login. This will be the link to also access Box +
OneSpan for every subsequent time you visit, so please add it to your Bookmarks
or Favorites.

OR

visit the FSA Applications page and select “BOX Login” from the list of available
applications.

Note: You may need to open a Chrome browser to copy and paste the URL
from the FSA Applications page link if your default browser is set to Internet
Explorer (IE).

(see next page for continued instructions)
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5. Select Continue from the Box main login page - USDA Employees Only - with an FSA
Box User Role assigned.

Note: Employees will enter Box via Level 2 eAuthentication. If you are
prompted to enter a Box password, you are entering the wrong URL, or you do
not have a government Box license account assigned to you and should
contact your State Assigned Point of Contact for Box + OneSpan.

Q_S DA & English (US) «

Part of FPAC Box Environment?

FPAC Box Environment uses your network If you are not a part of FPAC Box Environment,
credentials to login to Box. Continue to login to Box continue to log inwith your Box.com account.
through your network.

otz partof FPAC BoxEnvirenment

Welcome to USDA FPAC Box

ATTENTION: Do MOT use the Sign Up link above to request your official FRAC Box account. Licenses are managed at the
state office. Only a limited number of licenses were provided to each state. Please work through your State BOX POC to
request access.

FPAC users with a managed account may login here to store, share, and access files online.

IMPORTANT: Producers DO NOT Select “Continue”. If the producer selects
“Continue”, the USDA Employees only option, they will enter their personal Box login
and password and will receive the “Application Access Denied” from the
eAuthentication account manager.

(see next page for continued instructions)
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6. Click “Log In with PIV/CAC” and enter your PIV card pin or select “Log In with
Password” to enter your Level 2 eAuthentication credentials.

Reminder: Employees will enter Box via Level 2 eAuthentication. If you are
prompted to enter a Box password, you are entering the wrong URL, or you do
not have a government Box license account assigned to you and should
contact your State Assigned Point of Contact for Box + OneSpan.

HOME  CREATEACCOUNT  MANAGE ACCOUNT »  HELP v

We’ll take you to your destination in just a moment...

The application you are accessing requires you to log in to USDA eAuthentication. Please log in or create an account.

G e
B - | -
== Loginwith 8 Log In with
1 = :
T |

PIV/CAC B - Password

Log In with PIV/CAC Log In with Password

—— - e - o ‘-\, \
= + B ¢ = o N
e Create | Update | Find
s Account i Account Help
- =1

7. For any subsequent visits, employees can access Box at the following URL.:
https:/Inrcs.account.box.com/login or the “Box Login” link can be found on the FSA
Applications Page. Box can be accessed on any computer using your eAuth login. It can
be accessed using your Linc Pass at the office, on a USDA computer from home, or when
using the Citrix environment.

Distributed by the Office of the Deputy Administrator for Field Operations
Farm Service Agency
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3. Managing Your Office’s Box Folder Structure

This section shows how to create and manage a folder structure for each of the county offices
that you are responsible for. Creating an office’s folder and creating the FP and FLP folders
within it are one-time tasks.

3.1 Creating Your Office(s)’s Folder Structure

1. Click the New menu on the right-hand side and then click the Folder option. You will need
to create 2 folders (one for Farm Programs and one for Farm Loan Programs) for each
county.

tx)x Q. Search Fllesand Folder © H a %@
All Files All Files - Upload =
]

Recents o I
Ly Updated - Size - S

Synced
’ Motes

W Trash Washingten, DC - FP

My Collecti Pow
e Washington, DC - FLP 16, 2 by Gina Smitk 2 Files =]

B Favorites

Note: The creator of a folder will be its owner. Farm Program and Farm Loan Program folders
should be created by someone in their respective area (i.e., the Farm Loan Program folder
should be created by someone from Farm Loan Programs).

Note: In future steps, you will create folders for each individual you are sharing files with. It is
critical to keep the folder structure as simple as possible to prevent accidental exposure of
PII to any other Box users.

2. Enter a folder name to represent your uploads.
a. Example: “Johnson County, Ml — FP” or “Johnson County, MI — FLP”

Note: Maintain naming consistency and clarity while naming folders. For example, do not
name one folder “FSA - Farm Program” and the other “FLP”.

Note: NRCS also uses Box for sharing files with customers. These are separate from
FSA and there should be no overlap between the FSA and NRCS folders.

3. Invite appropriate employees to this folder by entering their email address into the Invite
Additional People dialog box. Invite all employees who manage/review documents for
signature into this folder.

(see next page for continued instructions)
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4. Assign the permission level of Co-owner for all employee users responsible for the
document flow. Permissions need to be assigned for each person who has access to the

folder.

a. IMPORTANT: Assign all PTs who work on Farm Programs documents to the Farm
Program folder, all PTs and FLOs who work on Farm Loan Program documents to the
Farm Loan Programs folder, and all PT’s who work in both areas to both folders.

Note: Employees who have not yet set up their Box accounts can still be added as editors,
however, they will not have access to the folder or Box until they set up their account.
The invite you send will be awaiting them once they set up their Box account.

5. Select the Create button when steps 2-4 have been completed.

Create a New Folder

@ Learn More

Note: Employees added to this folder will have access to information in this folder AND any
folder that is nested within it. They will NOT have access to any folder that has been

created above this folder.
6. Ensure that both a Farm Programs and Farm Loan Programs folder is created for your

county by following steps 1-5 above. If you do not work in that area (e.g. a FLM that does
not work with Farm Programs), then ask someone in that area to create that folder.

Distributed by the Office of the Deputy Administrator for Field Operations
Farm Service Agency
--Internal Use Only--
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3.2 Adding User Permissions After a Folder has Been Created

1. If an additional employee user needs to be added after the folder has been created,
navigate to the folder you wish to add a user to and click Share.

Washington, DC - FP Jul 16, 2020 by Gina Smith

Washington, DC - FLP Jul 16, 2020 by Gina Smith 2Fil | son | | &2 Share

2. Enter one or more employee email addresses in the Invite People box, Update the
Permission to “Invite as Co-owner”, then type an optional message and click Send.

Employees should be added if they were not originally included when the folder was first

set up but now need access to send or receive files.

Share ‘Washington, DC - FLP’

Invite People

G_ john.smith@usda.gov X

Invite as Co-owner ~

Message (optional)

@ This content will be shared with external collaborators.

Cancel Send

Note: Available options to Invite People: Owner, Co-owner, Editor, Viewer

Uploader, Previewer Uploader, Viewer, Previewer, and Uploader.

3. The employee(s) will receive an email at the address entered inviting them to use the
folder.

(see next page for continued instructions)
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4. Recently added employee(s) can click Go to Folder and it will take the added employee
directly to the Box folder they were added to. A warning message may appear in the
email message. Click on “Looks Safe” to continue.

box

Gina Smith wants to work with you on Washington, DC - FLP

as | Washington, DC - FLP

"I'd like to share my files with you on Box."

Go to Folder

Note: This can also be employees from other counties and/or the virtual help center.

3.3 Transferring Folder Ownership after a Folder has Been Created

When the creator (owner) of a folder is planning to retire or moves to a different office or position,
their current permissions should be adjusted and someone else upgraded with their former
permissions.

Note: If you are unable to transfer or move a folder because you are not the owner
and the owner is no longer an FSA employee, Please contact the ServiceNow Service
Desk by submitting a ticket through the FPACNOW Portal. This must be
accomplished within 90 days of separation from the agency.

1. Locate the appropriate file. Click the Collaboration Icon @/ to the right of the file
name. Alternatively, you can open the More Options menu and select Manage
Collaborators.

2. Find the collaborator whose access level you would like to modify. You can search by
name using the Filter Collaborators search box in the upper right.

(see next page for continued instructions)
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3. Under the Permissions column, click the user’s access level to modify it. Select the
appropriate access level from the dropdown that appears. If the access level is
greyed out, you may not have the necessary permissions to modify that user’'s access
level.

Permissions Date Added Added To

May 6,2020 Washington, DC - FLP

Co-owner v = Aug 17,2020 Washington, DC - FLP

4. As the owner of the folder, adjust the permissions for the selected individual by clicking
the blue arrow next to their current permission level. Click their new permission or click
Remove to remove access to this folder for this person.

e If you are the owner of a folder that may be retiring or moving to another office, you
can transfer folder ownership to a collaborator at any time. Simply follow the
instructions above and select Owner from the Permissions level dropdown (this option
is only visible to folder owners). The collaborator you designate will be the new
"Owner" of the folder and your access level will be downgraded to "Editor".

e If you are transferring a private (yellow) folder, you will first need to invite the user to
the folder before you can you transfer ownership. For larger transfers, we recommend
doing this at the end of the day, so users are not disrupted by the move.

e |f you move a folder you own into a folder someone else owns, the ownership of the
moved folder also moves -- from the original owner (in this, case, you) to the person
who owns the folder into which you moved your content. For example, if you own
Folder A, and you move Folder A into Folder B, the person who owns Folder B
becomes the new owner of Folder A.

Distributed by the Office of the Deputy Administrator for Field Operations
Farm Service Agency
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4. Creating and Managing Your Producers Box Folder Structure

4.1 Creating Individual Producer Folders

Creating individual producer folders should be completed at the county office level by the
employee managing the signature transactions. These folders will be created so a field office
employee can share documents with producers.

1. Once logged into Box, open the folder you want to create the producer folder in.
« Example: “Johnson County, Ml — FP” or “Johnson County, Ml - FLP”

2. Before creating a new folder for a producer, check to see if a folder has already been
created for that producer. This can be done in one of two ways:

a. Sort the producer folders alphabetically by clicking the arrow next to the Name field on
the main folder page so it is pointing up and look for that producer in the list.

Name(- )
o

b. You can also Search for the producer folder to ensure it is not already created for the
producer. Type the name of the individual at the top of the screen. It can be a
complete name (e.g. “Nathan Sellers”) or a partial name (e.g. “Sell”). Make sure to
check the “Only Search inside of [folder name]’ box to prevent duplicate information or
confusion if another office has documents for the same participant to sign.

Search Files and Folders E TR

Content Filters

File Type(s)

Any Type

Date Updated

Any Time

Owners

Enter a set of names or email addresses

[#] Only search inside of "Johnson County - FP"

(see next page for continued instructions)
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Note: If you see that the folder is already created, do nof create a secondary folder for the
same producer.

3. Once you have ensured that the producer folder does not already exist, create one folder
for the producer within the Farm Program or Farm Loan Program folder that the producer
is associated with. Click New and choose Folder.

1 4 O

LE\ 1 Upload ~ New - @ m

Folder <= o
Details

Bookmark
7 BoxNote mith

7 BoxNote From Template
Files mith

B Word Document

Link

Files B PowerPoint Presentation Link

ﬂ Excel Spreadsheet

quest
"7 Createlink

4. Enter the Folder Name and the producer’s email address (Optional), change the
permission level to “Viewer Uploader”, then click Create. DO NOT invite Producers
without their prior knowledge. Producers will be notified immediately by email they have
been invited to the folder.

IMPORTANT: Itis not necessary to enter a producer’s email address in the “Invite
Additional People” when creating a new folder if they are only going to sign documents
using OneSpan. Box is intended to share files and documents securely requiring a
pen and ink original signature. It can also be used to share maps, production
evidence, efc.

a. Folder Name: It is suggested to simply use the producer’'s name for the folder name.
This would be the individual’'s name with last name listed first, then the first name, then

a middle initial or name if needed. « Example — “Farmer, Jane” for an individual.

b. Email Notifications: Make sure to verify with the producer that the email address is
the one they want to use.

c. Permission Level: The permission level of “Viewer Uploader” should be used for
producers. This role for producers will help prevent accidental deletion of documents
but still allow each producer to view/upload/download documents. For information on
updating/removing permissions, see Section 3.3.

(see next page for screenshot and continued instructions)
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Create a New Folder

Folder Name

Farmer, Jane J

Invite People Shared with @

[ Enter email addresses to invite users ]

Permission

Editor ~ @ LearnMore

Note: No additional sub-folders should be created beyond this point to prevent
accidental exposure of PII.

Note: For advanced permission levels and capabilities please navigate to:
https://support.box.com/hc/en-us/articles/360044196413-Understanding-
CollaboratorPermission-Levels

4.2 Creating Program Level Electronic File Folders

Creating program level electronic file folders (digital file cabinet) in-place of paper folders must be
managed at the county office level by the employees uploading the signature transactions
and supporting documentation into the Digital Records Management System (DRMS). DRMS
is scheduled to be released the Spring of 2023.

NOTE: Additional information for the Digital Records Management Program can be
found at the following url: https://myfpac.usda.qov/special-topics/digital-
records/index.html

1. Select the appropriate county folder (“Johnson County, Ml — FP” or “Johnson County, Ml
— FLP”) you wish to create your electronic program level file folder.

mx Q, SearchFiles and Folders

AllFiles All Files ~

Recents
M Brown County. SD - FLP

O FSA

Synced

: _—
= Notes 22 Brown County, SD - FP

(see next page for continued instructions)
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2. Create a subfolder titled “Program Files for Upload into DRMS”

Q. Search Files and Folders =B
AllFiles % Program Files for Upload into DRMS is selected
Recents
NAME T

Synced

an IProgram Files for Upload into DRMS

" Notes

Sign 22 Book, Rita
Relay

22 Deere, Beth
Apps
= 22 Farmer, Jane )

3. Create a sub folder for the program files you plan on storing temporarily in Box until the
DRMS application is available for upload. Please follow Handbook 32-AS, paragraph 87.

mx Q, SearchFiles and Folders o
All Files All Files » Brown County, SD - FP > Program Files for Upload into DRMS
Recents
NAME 1 UPDATED
Synced
42 ARCPLC Today by Gina Smith
" Notes
A Sign 2 ERP Today by Gina Smith
Relay
22 HELCGWC Today by Gina Smith
i Apps

NOTE: The main purpose of the folder structure is to be able to assign the
appropriate File Code to the records. If you have that information stored on the
PDF Naming Convention or the Folder, either option will be acceptable.

(see next page for continued instructions)
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4. Create a subfolder for files that have different File Codes established according to 32-AS
Supplement. At this level you can create a program year folder and then copy the list of
File Code folders into each one. You can also leave everything in the subfolder and sort
out by program year and/or file code based on the pdf naming convention established.
There are multiple ways to save the records making sure you can find them. Conder this
your Digital File Cabinet.

Q, Search Files and Folders =&

All Files E > In-Person eSigning Training > Program Files for

Recents

Folder Description
Highly Erodible Land Conservation and Wetland Conservation

Synced

" Notes

Sign NAME T

Relay —“_ HELC-1 Reports

& Reports

Apps
—
ad

HELC-2 Appeals
Trash

2z HELC-3-a Producer Folders - FILE THESE RECORDS IN HELC-3-b

My Collections

Complete! You have now created a “Digital File Cabinet to store electronic records.

4.3 Upload a File to a Producer Folder

While browsing all files and folders in Box, uploading a new file or folder is straightforward.
1. Click the Upload button in the upper-right corner.

2. Select File or Folders, depending on what you'd like to upload. Note: Folder uploads on
IE 11 are not officially supported. Chrome is the recommended browser.

3. To maintain the National Archives and Records Administration (NARA) required metadata
for the electronic records uploaded into DRMS, a recommended PDF Naming Convention
for documents uploaded into Box has been identified. Previously Box has been
considered a temporary storage system and records were not intended to be stored long
term. Now they can be kept in Box for a longer period if the intent is to save the record(s)
for upload into DRMS once it is available. Record(s) must be stored in Box in the
appropriate Program Level Electronic File Folder (See Section 4.2).

(see next page for continued instructions)
Distributed by the Office of the Deputy Administrator for Field Operations
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EXAMPLE:

PDF Naming Convention: UploadingOffice-CustomerName-ObjectType-Program-
ProgramYear-UniquelD-FolderlD-CreationDate-DispostionDate.pdf

PDF Naming Sample: 55071-Farmer-Jane-Kay-AD-1026-HELCWC-2022-F2500-
Creation-20220510-Disposition-20231001.pdf

IMPORTANT: Each piece of metadata MUST be separated by a HYPHEN. No
spaces or underscore allowed.

Defined Metadata Fields

Any of the defined metadata fields listed below can be included in the naming
convention.

a Uploading Office is needed to identify where the record will be uploaded into
DRMS. Ideally, this should be the service center that administers and/or has the
documents either paper or electronic being uploaded. It is required.

Examples: 55071 or WI-071 or WI-Manitowoc or WI-STO or WI-State-Office

b Customer Name is the combination of the producers Last Name, First Name,
middle or the Entity Name. It is required.

Examples: Farmer-Jane-Kay or CJ-Farmer-Inc or Farmer-James-Dean-Jr or
Smith-Farms-Inc

c Object Type is either the Form Name (i.e. AD-1026, CCC-509, etc.) or
Supplemental Documentation. It is required.

Examples: AD-1026 or CCC-509 or Supplemental-Documentation

d Program can be either full program name and/or the acronym established. It is
required.

Examples: Emergency-Relief-Program-Phase-I or ERP-Phase-I or Conservation-
Reserve-Program or CRP

e Program Year is the year in which the record was created. This can also be fiscal
year, calendar year, etc. Itis either 4 digits (YYYY) or year, month, day
(YYYYMMDD), whichever appropriately identifies the record. It is required.
Examples: 2023 or 20231207

(see next page for continued instructions)
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f Unique ID is the identifier for the case number, contract number, loan number,
application number, farm number, etc. Basically, whatever number you would use
to search and find the record. It is optional.

Examples: Application-551 or F2500 or T1629 or Contract-25B

g Folder ID is used to enter any specific information you would use to search and
find the record. This field was used as part of the scanning pilot to capture the
information from the paper file folder. It may include the producer’s name, project
name or other identifier that maintains the records as a unit pertaining to the same
function or activity. It is required.

h Folder Tab corresponds to the section or position in the folder in accordance with
agency policy. Folder tabs are used to subdivide like materials. This field was used
as part of the pilot to capture the information off the paper file folder. It is optional.

Examples: Position-1 or Position-2 or Contract or Maps or Payments

i File Code(s) are found in 32-AS Supplement “FSA File Maintenance and
Disposition Manual” on the FSA Intranet Handbooks page. The following link will
be displayed after opening the document:

https.//usdagcc.sharepoint.com/sites/FBC-RecMS-
Public/rmlibrary/Forms/Allltems.aspx?viewid=3b2191ba%2De94e%2D491a%2D96
95%2D4a6ce5b7e7ac&id=%2Fsites%2FFBC%2DRecMS%2DPublic%2Frmlibrary
%2F32%2DAS%20Supplement%20%2D %20FSA%20File %20Maintenance%20Dis
position%20Manual

The FPAC Records Management SharePoint site page will provide a list of
documents. Make sure you open the newest version, then search the supplement
for your specific program and identify the File Code. It is optional.

Examples: CRP-1-e-1 or FLPF-1 or FSFL-1

NOTE: The File Code can be added to the electronic Program File Folder in
Box where the document is being uploaded. If so, there is no need to at it to
the pdf naming convention.

j Record Creation Date is the date the file met the definition of a federal record.
Generally, this is the date the record was initially created, received, or captured. It
is required.

Example: YYYYMMDD

(see next page for continued instructions)
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k Disposition Date is the start date, or the trigger date as defined by the File Plan or
Records Schedule. The trigger date is based on the record type and starts the
record retention period. For example, it can be based on a cutoff date (i.e. end of
FY) or a particular action (i.e. case closed date). It is optional.

Example: YYYYMMDD

|  Physical State is the state or territory that corresponds to the physical location of
the property. It is optional.

Examples: 55 or WI or Wisconsin

m Physical County is the county that corresponds to the physical location of the
property. It is optional.

Examples: 071 or Manitowoc

n Coverage the geographic scope of the record content. For example, this could be
geographic coordinates, plot numbers, etc. It is optional.

4. Select the file(s) or folder you’d like to upload. You can select multiple files for upload by
holding the Command or Control key while selecting files. However, you can only select
one folder at a time for upload.

5. Click Open or Upload. Producers added to the folder as a collaborator will be notified
immediately by email when documents are uploaded. (For a step-by-step from the
producer’s perspective, see Section 5.1)

Note: Please make sure the file name is descriptive and appropriate for sharing with the
producer. For example, if it is a scanned document consider renaming it to the type of
form it is and add the producers name to the file name. For example, “2020 Acreage
Reporting — Farmer, Jane J”.

Updated ~ 2 Sharing

w
.t
w

6. Box will show a notification when documents are successfully uploaded. To see the file in
the folder, you may need to refresh the page.

(see next page for screenshot and continued instructions)
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H "Blank_CPA153.pdf" was just uploaded. Would gk
= Refresh
@ you like to refresh the page? |.i

@ 1 item was uploaded successfully.

7. If you are unable to open the uploaded PDF document in Box, it is because the document
is saved as a dynamic format, and it needs to be converted to a static format.

File Edit View Window Help @
Home  Tools 941 - from Katy Sh.. ®
x[B]= a B - @ 12 BL&D
This form is available electronically.
ccc_941 U.s. DEPARTMFII'I’ MAC AcDIcil THIDE T A4 Datiem anlnhuj
. Print X
(01-24-19) Commodity ‘
Pii v Proerties Advanced Help @
AVERAGE ADJUSTED GROSS : Okt i Qomnems 0§
AND CONSENT TO DISCLO [70°™ =~ 5111 e [
» More Options — —
NOTE: owing stalement 15 made In a ance Page Sizing & Handling (1)
Commodity Credit Corporation Charter Act (15 U.S = P e — b
2018 (Pub. L. 115-334). The information will be use
agencies, Tribal agencies, and nongovernmenial e O 1O Actusl size

System of Records Notice for USD A/FSA-2, Farm @ snvink oversized OCutomSele [0 %
determination of ineligibility for program benefits. = 3

[ Choose paper source by PDF page size

Orentation:

2. Name and Address of Individual Or Lega e Comm Ot

Comments. & Forms

Document and Markups ~ | Summarize Comments - &
Pagelell

Prgseve- =

a. Click on the “Print” button, select “Microsoft Print to PDF” as the Printer: option, the
Click “Print”. Save the document in a folder and upload into Box or save the document
in Box Drive to the previously created producer folder.
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5. Producers Accessing Documents in Box

Each producer folder created within an FSA county FP or FLP folder; as well as an NRCS folder,
will be visible to the producer when they access their personal Box account. NRCS folders
will display the acronym “NRCS” next to their name to alleviate potential confusion.

5.1 Workflow for Producer Receiving Shared Documents

1. The producer receives and opens an email invite to Box after the employee adds them to
their individual folder.

Note: If the producer indicates they did not receive the email invite from Box, have
them check their spam folder.

2. They navigate to Box by clicking Accept Invite or Go to Folder in the email. The
employee will receive a confirmation email once the producer as accepted the folder
invite.

Note: Producers can also log in to Box on smartphones by downloading the Box app.
See Section 5.2 for the Mobile Box Access Workflow.

Jonathan Liss has invited you to collaborate on a folder:

"I'd like to share my files with you on Box." — Jonathan Liss

h Sellers, Nathan
Collaborated Folde
e 0
. ‘ Accept Invite

Get our app to view this on mobile

a. If the producer does not have a Box account, they must register, at a minimum, a free
Box account with the email address entered in the invite by the employee.

b. The producer will be prompted to enter the following information:
o Full name
o Password and Password confirmation
o Phone number (Optional)
c. The producer will then accept the Terms of Service by clicking Submit.

(see next page for screenshot and continued instructions)
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Signup for a Box account to accept invite
Full Name

Nathan Sellers

--------------

..............

3. The producer is taken to their individual Shared Folder location upon clicking Submit.

December 12, 2022

You're invited to collaborate on:

—— Sellers, Nathan

FPAC Box Environment

Note: On subsequent uses of Box by the same producer, they will not receive an

automatic email when a document is uploaded to their folder. The employee should
contact the producer separately to alert them they have uploaded the file for

them.

4. The producer may perform the following actions granted via “Viewer/Uploader”

permissions they were assigned:

a. View document (if a document has been uploaded already by an employee)

b. Download document to fill out, print, or sign (if either the producer or the employee has
already uploaded a document to this folder)

c. Upload a signed document, production evidence, maps, etc.

5. In most instances, the producer will need to download the file. This is done by clicking on

the More Actions option next to the file and selecting “Download”.

(see next page for screenshot and continued instructions)
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All Files > Johnson County MO FSA Office IDownIoad aIIdocumentsI—»B €| vpioas= | Hews | 2 m

Updated - oo Sharing

They will then need to perform the required task to the document, such as filling it out
(either on the computer or after it is printed). They can also download the document to
then print.

After the document is completed (either done electronically on the computer or rescanned
after it is printed out), the producer should reupload the document to the folder. The
instructions for uploading a document by the producer are the same steps as found in
Section 4.2.

After a producer uploads a new file to the folder, the employee is not notified automatically
via email. The producer should contact the employee to let them know the new document
has been uploaded, or the employee can turn on alert settings shown in Step 12.

An employee can perform the following actions on the producer-uploaded document:

Updated Size FHS

Today by Teresa “personal email* Harrington 11.1 KB Share
Today by Kirt Peterson @ Open with Microsoft Word
&) Share
T yTe I"H @ Upload New Version
& Download
¢ Add to Favorites
& Move or Copy
@ Lock
T Start a workflow
= Properties
-+« More Actions
3 Integrations

(see next page for continued instructions)
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10. The employee may eSign document via PIV by:
a. Downloading the document
b. Converting to Adobe
c. Using PIV card eSignature functionality

11. The employee uploads the signed document into the producer’s folder.

12. The employee should alert the producer that the document has been uploaded since the
default setting is no notifications will be provided. However, see the note below on how
either the producer or employee can enable email alerts for new document uploads.

Note: Email notifications are disabled by default and will need to be enabled by default

by a system Admin. However, individuals (employees and producers) can change their
notification settings by clicking the 3 ellipses in the folder, then selecting “Settings”.

(see next page for continued instructions)
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13.

14.

15.

16.

The “Email and Notification” settings are at the bottom of the page.

@ H a (-

1 w7 -
H

Rename itails

Size

& Download

75.8 KB
B Move or Copy

53.5 KB Q Classify Daccentur...
(D File Request

11.7 KB name@us...

T Trash

@ Collaborators

1e2@...
2 | @ Settings I
Nathan Sellers
© Viewer Uploader
[ Share this Folder J

Email and Notifications
Notifications Q Use my default notification settings
Control the frequency and type of email
updates generated from this folder. I (® Override default settings for this folder and all subfolders I ‘ 3

[] Disable all email notifications for all collaborators

Notify me when someone

] Previews

["] Downloads

[w] Uploads
[v] Deletes

[«] Adds a comment

The producer chooses to download document and then prints, wet signs, and scans or
takes a photograph of signed document to upload.

The producer then uploads the signed document back to the Box folder.

The employee receives an email notification of the new document submission (if email
alerts are turned on) and reviews/re-files/stores it as directed by policy.

The employee must then delete the file from Box immediately. Box is not intended to be
used as a long-term file storage platform, so documents should be moved to their final
storage locations and deleted from Box once the transaction with a producer is completed.
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5.2 Mobile Box Access Workflow

Producers with smartphones may
find it convenient to upload pictures
of scanned documents directly from
their phone. To do this, they can
access their Box account via the
internet browser on their phone. It is
not necessary to download the Box
app. Producers can accept the
invitation to Box via their mobile
email inbox. After clicking Accept
Invite, a Signup page appears for
producers to enter their Full Name,
password, and optional phone
number. They will not be able to edit
the email address associated with
the account.

1. Once the producer taps Submit, a
page appears prompting them to
download the Box app. If they do not
wish to download the app, they
should click View on Box Mobile
Site.

2. Producers can view, download, and
upload documents via the Box
mobile website:

a. Viewing documents: tap the
document to open it

b. Downloading documents to a
smartphone: tap the
document to open it, click the
downward arrow at the
bottom of the screen, then
click Download.

(continues next page)

December 12, 2022

# account.box.com

You're invited to collaborate on:

S Johnson County FSA - FLP

an Shared by Grace Clifford

Signup for a Box account to accept invite

Full Name

Nathan Sellers L]

Email Address

n.sellers@gmail.com

Password Good

--------------

Phone Number {optional}

By submittin this form. you confirm that you

& box.com box.com

= Johnson County FSA - FLP

@ Fish Acreage Report June 2 2020.docx
| 11.5KB - Apr24, 2020, 7:24 AM

= Updated 321 Form (Fish Farms LLC).pdf
53.5 KB - Apr 24, 2020, 7:27 AM

want to download “Fish
eport Jun docx!"?
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c. Uploading documents
from a smartphone: tap
the plus sign at the
bottom of the screen, tap
Upload, and select
whether you want to take
a picture or upload a file
from elsewhere on your
smartphone.

& box.com

= Johnson County FSA - FLP

3 New Folder

+ Upload Take Phato or Video

= linlasd via Email Photo Library

Browse

+ 2

Distributed by the Office of the Deputy Administrator for Field Operations
Farm Service Agency
--Internal Use Only-- 29



FSA Box + OneSpan User Guide v8 December 12, 2022

6. Example of Your Office’s Box Folder Structures

FSA Office
Jackson County, MS

All FP Optional FLP All FLP O
Employees @ @ @ Employees Employees @

Co-owners Co-owners Co-owners

O

Optional FP
@ Employees

Co-owners

E_Jo

Farm Loan Program

' OC

Smith, Gina G Napier, Kara Peterson, Kirt Smith, Gina G Johnson, Kayla Lynn  Anderson, Lynn Marie

Note: Box is not intended to be used as a long-term document storage. Instead, the purpose is to provide a

simple and secure gateway between field offices and customers for the exchange of critical documents to

maintain normal customer relations remotely. Documents should be removed from Box once they have been

signed by all required parties. These documents should be stored in locations as directed by policy.
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7. OneSpan — Send New Package

All employees are required to go through Box to get to OneSpan. Box allows USDA to protect a
producers Pll and allows all employees associated to the county folder to handle and track
the progress of incoming documents. This is very effective for employees in-office or remote;
as well as, out of office for any reason.

Reminder: Producers are not required to have a Box account set up to receive
OneSpan emails for signature from a USDA employee.

7.1 Create a New Package for eSigning and In-Person eSigning.

1. Hover over the uploaded file OR the producer file folder, Left Click the ‘More Options’

" button, Hover over the ‘Integrations’ options in the dropdown list and Left Click “Send
with OneSpan Sign FedRAMP”.

a. Example: Single Uploaded File selected within a producer file folder:

b. Example: Multiple Uploaded Files from the producer file folder:

N 1 = > Sha

i

(see next page for continued instructions)
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c. The selected file(s) will display as a “Draft” in a separate popup window. Click on the

maximize button in the top right corner to begin adding recipients.

Note: There is a navigation bar at the bottom of the page; however, it is

recommended to maximize the draft transaction.

FSA-2001 Request for Dl [ rca.2001 Request for Direct Loan Assistance.pdf on OneSpan Sign US1 - powered by Box - Geogle Chrome

This form is available slectronically. Fomm Appooyed - OME Mo, BSa0.00
SA-2007 TS DEPARTRENT OF AGRICULTORE Poalic
(03-06-15) Farm Senace Agency

REQUEST FOR DIRECT LOAN ASSISTANCE

hitp:ftimyyur comfovmErem for the proper f this form. A is also from kocal FSA offices for any part of the
application process. FSA can provide assistance in completing requested forms, expiain what information ks necessary, an, any
garding the 1 process

Farm Loan Teams located at USDA Senvice Centers or FSA County Offices are responsible for all direct loan applications. You can find
the address and telephone number of the nearest Farm Loan Team serving the County where you plan to farm from the Intemet at
hitp Moy comTsvie3s.

The Federal Government requests race, ethnicity and gender information to monitor FSA's compliance with Federal laws prohibiing
disrriminatinn anainet annlicante  Annlicants are ancruranad in fiimich this infiemation This infrrmaiion is not isad in svalicate an

LN
e

i -

B nrcs.app.boxcom/senvices/esignlive/4249/691928354978/817198.8335feab%82 1332908 1 1659658e3d60eeTTb4a5eded5T0a %93 2000 Do Blabc T nod.
h AD-2047 Customer Dat{ FSA-2001 Request for Direct Loan Assistan... Draft
B rFsa2001 requestior) D e
\.\ .

Note: Selecting the Back Arrow to the left of the title on the transaction will

allow you to add or edit receipients; as well as, change the transaction default

from eSigning to In-Person eSigning.

Click on the “Settings” icon to update the Transactions Settings for the individual
transaction.

ASSISTANCE

Structions found on The infemet at Z T

Note: The “Transaction Settings” box will pop up to allow the Name,

Description, Time Zone (Default is Eastern), Email Reminders, Expiration, and

Font Size for the individual transaction can be modified.

(see next page for continued instructions)
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2. E-Signing a document or documents (from email), Click on © to the right of “Recipients”
on the left navigation bar to add a new producer signature. BEST PRACTICE is to add as

many Recipients as you can to one package. Include all operators, owners, and other
tenants to this one package.

< FSA-2001 Request for Direct Loan Assistan... Draft

RECIPIENTS D G——
This form is available electronically.

Gina smith 1 U
(03-06-15)

Jane Farmer

REQUES

|:| Accept Only

: FSA_R suggesfs applicants usgt_lj

a. On the “Recipient” tab enter the required information marked by an asterisk. Title and

Company are optional. You will receive an error message if you fail to enter the
required data.

IAdd Recipient

—— . Recipient Details for Add Recipient
Type

Authentication Recipient

Advanced
First Name

Last Name *

Email *

Title Company

English hd

CANCEL

IMPORTANT: Verify you have entered the correct Recipient Details, especially
the email address!

b. On the “Authentication” tab you must select the Q&A or SMS for the 2 Factor
Authentication method:

o Q&A - Enter a question and answer the producer will be able to answer.

(see next page for screenshot and continued instructions)
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C.

O

SMS - Sends a text message to the producer’s smart phone number with a

code.

Add Recipient

Authentication Method for Add Recipient

Type

Authentication L] General

Advanced Please select the authentication method for verifying the recipient’s identity.

The identity of the recipient is verified using the secure question(s) & answer(s) defined
below. A minimum of one Q&A is required.

Recipient .

Question1*®

Answer 1*
Mask the answer when entered by the recipient ®
Question 2

Answer 2

Mask the answer when entered by the recipient .

Add Recipient

Authentication Method for Add Recipient

Recipient .
Type
Authentication L] General
Advanced Please select the authentication method for verifying the recipient’s identity.

The identity of the recipient is verified using the secure SMS code that is sent to the
recipient's cell phone number provided below. The recipient will have to enter this code to
startsigning.

On the “Advanced’ tab for the selected Recipient allows you to enter a “Personal
Message” to the individual recipient.

Add Recipient

Recipient . [Advanced settings for Add Recipient

Add a personal message to the recipient.

Authentication .
Personal Message

Allow a recipient to assign someone else to sign the transaction.

Change Signer

CANCEL SAVE

Distributed by the Office of the Deputy Administrator for Field Operations
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3. In-Person eSigning a document or documents (face-to-face scenario) by selecting the
Back Arrow to the left of the title on the transaction.

9. Test E - FSA-520 (05-23-22) Emergency Relief P%gram (ERP) Phase 1 Application.pdf on OneSpan Sign FedRAMP - powered by Box - Google Chrome - X
@ nrcs.app.box.com/services/aA6Ybnypl1/16927/992277004754/64dc40.cd7a49d3e5348d6bf5499c809578dab88d8f2babea53df39856eb09e0c370ea4?node_type=file Q
[ < Jrest E - FSA-520 (05-23-22) Emergency Relief .. bt O BB B e SENDTOSIGN
X

RECIPIENTS (D DOCUMENTS ®

FSA-520 U.S. DEPARTMENT OF AGRICULTURE
(05:23-22) Fan y

Gina Smith > ! @& Dragé&dropfilestoupload

EMERGENCY RELIEF PROGRAM (ERP)
v ["@ Electronic Dis... oo

PHASE 1 APPLICATION

[ Accept Only

lophone No. (include Area Cooe)

FIELDS

/ Signature

GS  Signer Initials

V [ TestE-FsAs.  oco

Drought Montor

DATE STAMPED ‘

a. Scroll down the page to the “Transaction details” section. Click the downward arrow
next to the eSigning field to change the default to In-Person eSigning.

Transaction details T

Name*

Test E - FSA-520 (05-23-22) Emergency Relief Program (ERP) Phase 1.

Description

Message to all recipients (optional)

| eSigning v |0

eSigning
In-Person eSigning —
sy S

Terms and Conditions Privacy Statement System Status Community Online Help Site Map

Copyright 2022, OneSpan. All rights reserved.

NEXT > [

(see next page for continued instructions)
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b. The “Transaction details” section also provides the ability to add a Description for
reference later; as well as a Message to all recipients (optional) to be included on
the OneSpan email sent to the Recipients added to the document(s).

Transaction details

Mame”

TEST A - AD-1026 HELC and WC Producer Certification - Click-to-Sigr

Description

Message to all recipients (optional)

c. Scroll to the “Recipients” section. Click on © to the left of “Add Recipient” to add a
producer. Enter the required information marked by an asterisk. You will receive an
error message if you fail to enter the required data. BEST PRACTICE is to add as
many Recipients as you can to one package. Include all operators, owners, and other
tenants to this one package.

Customers WITHOUT an email address can use the “FPAC Universal Email Address”
provided by the employee. To do this option, the customer WILL NOT receive an
email via a mobile email inbox and MUST be handed a printed copy of the signed
documents prior to leaving the service center.

FPAC Universal Email Address: SM.FPAC.FSA.INPERSON.KIOSK@USDA.GOV

IMPORTANT: The FPAC FSA Universal Email Address account is not being
monitored for questions. It is only to be used for the OneSpan Recipient email
address field when a customer, NOT an employee, is in-person at the service
center and does NOT have an email address.

(see next page for screenshot and continued instructions)
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< Test E - FSA-520 (05-23-22) Emergency Relief Program (ERP) Phase 1 Application Packa...  Draft

Documents

1 [ Electronic Disclosures and Signatures Consent

2 D Test E - FSA-520 (05-23-22) Emergency Relief ...

000
® Drag & drop files to upload

(® ADDDOCUMENT

Recipients

('D Gina Smith gina.smith@usda.gov USDA

@@ADD RECIPIENT G ——

Transaction details

IMPORTANT: DO NOT drag & drop files to upload! Doing so will not allow the
document(s) added to return to the box folder once the signing ceremony is complete.
You must either finish this transaction or go back to the folder in Box to add
document(s)and start the process over.

d. Click on the “Settings” icon to update the Transactions Settings for each recipient
added.

Recipients

Set signing order

@ Gina Smith gina.smith@usda.gov USDA ooo
L Jane Farmer janefarmereauthentication@gmail.com  Title Company Gettin e ooo
i = g5

b
Remove X
(D ADDRECIPIENT

Transaction details

Move up )

(see next page for continued instructions)
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On the “Authentication” tab you must select the Q&A or SMS for the 2 Factor
Authentication method. Detailed screenshots can be found in paragraph 2b above.

X
Jane Farmer

[Authentication Method for Jane Farmer
Type

Recipient °

Authentication General

Advanced Please select the authentication method for verifying the recipient’s identity.

O svs O aqsa

CANCEL

On the “Advanced’ tab for the selected Recipient allows you to enter a “Personal
Message” to the individual selected recipient.

Add Recipient

. [Advanced settings for Add Recipient
Recipient .
Add a personal message to the recipient.
Authentication L]
Personal Message
Advanced

Allow a recipient to assign someone else to sign the transaction.

Change Signer

CANCEL SAVE

(see next page for continued instructions)
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g. The “Set signing order” workflow determines the order in which multiple signers can
participate in the signing ceremony. Simply click on the toggle button to turn it on.
You will notice numbers now appear to the left of each recipient.

A signer with a signing order 1 means that recipient will sign first. Hence, a signer
with a given signing order can participate only after all signers with lower signing
orders have completed signing. Also, two signers with the same signing order can
sign documents simultaneously. Furthermore, the second signer will receive an
email notification to sign the document only after the first signer has completed
signing the document and so on and so forth.

Recipients

Set signing order P [t
1 @ Gina Smith gina.smith@usda.gov USDA
2 L Jane Farmer janefarmereauthentication@gmail.com  Title
3 L ClJ Farmer janefarmereauthentication@gmail.com  Title

h. A signer can be moved to a new signing order by holding your cursor over the double
dots and dragging it up or down. You can also click on the more options (3 dots) to
the right of the recipient by selecting the “Move up” or “Move-down” options, as
applicable.

IMPORTANT: Use the “Set Signing Order” when adding an Approving Official to any

document within the transaction. The Approving Official will always be the last
available number in the signing order.

Recipients

Set signing order .

dm 1 @ Gina Smith gina.smith@usda.gov USDA
2 L Jane Farmer janefarmereauthentication@gmail.com  Title
3 1 ClJ Farmer janefarmereauthentication@gmail.com  Title

(see next page for continued instructions)
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i. Click on the “NEXT” icon once all recipients and the signing order has been set, if
applicable. This will take you back to the document(s) to add signature blocks.

< Test E - FSA-520 (05-23-22) Emergency Relief Program (ERP) Phase 1 Application Packa...  Draft| [N ZGMS3

Documents /

1 [‘é Electronic Disclosures and Signatures Consent

2 D Test E - FSA-520 (05-23-22) Emergency Relief ...

(® ADDDOCUMENT

Recipients
ISet signing order .
1 @ Gina Smith gina.smith@usda.gov USDA

2 L Jane Farmer janefarmereauthentication@gmail.com  Title Company

3 L cJ Farmer janefarmereauthentication@gmail.com  Title Company
-

NOTE: An error message will appear if you have forgotten to set up the Authentication
method required for all recipients before proceeding. Click on the more option (3 dots) to the
right of the Recipients name.

4. Add signature(s) to the document by scrolling down the page until the signature block
on the document is visible.

a. Click on a recipient from the available list of previously added names. Click or Click
and Drag on “Signature” and the signature stamp will appear. All signature stamps
are two and a quarter inch (2 ) wide by half inch (1/2) tall. Click on “Signer Initials”
and the recipients initials will appear. Drag, drop and resize to fit within the signature
block on the form.

FSA-2001 Request for Direct Loan Assistan...

RECIPIENTS
This form is available electronically.
ane Farmer -— 1
(03-06-15)
[ Accept Only
. sugQge:
hitp /Rinyurl comvkwmbSrem for the pro

FIELDS application process. FSA can provide
questions regarding the application pr|
s
Farm Loan Teams located at USDA S
the address and telephone number of

F Signer Initials hitp Minyurl. comV7syle36
(see next page for continued instructions)
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Note: If you chose the multiple forms option, continue to scroll down the page
to navigate to the next form or select it from the right navigation bar to go
directly to the desired document.

b. When you add a Signature or Signer Initials, the remaining FIELDS will become
available for selection. Below | have added the Signer Initials with a Signing Date; as
well as, a Signature, Signing Date, and two Checkbox’s.

Note: The “Signing Date” is optional. The Date will display within the
Producer’s Signature Block after the producer digitally signs.

FIELD SETTINGS

Insitizals Date

FSA-2001 (03-08-15) Page 8ol 8
FARI F — CERTIFICATION AND SIGNATURES

[ d b
prmldfd'm_gmdfllm [ abnmra J'un. (WARNING: f«nan 1881 a)"]'u'k 18, Unired States fodr pm'ndﬂfar(ﬂmmll’pmch!r!
to these whe provide false statements to the Government. If any information is found to be false or incomplete, such finding may be
grou nd’;fn d' ma!ofﬂr.rnq .nm!nms-u.

TC_ Dale Signed (MW-00- YY1 1)

GkHﬂ -Sign Signing Daze

‘/

. Dale §|gmgmm\“{m

Note: Click on the “Delete” key after selecting one of the added fields to
remove it from the document or Click on the “More Options” (3 Dots) on the
FIELD SETTINGS table.

(see next page for continued instructions)
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c. With the producer signature stamp selected, locate the FIELD SETTINGS menu on
the right side of the screen, Click on the dropdown arrow under the “Signature Type”
field. Select “Capture signature” to allow a handwritten signature for the selected
stamp. Doing so will change the name of the stamp from “Click-to-Sign” to “Capture

signature”,

< Test | - FSA-520 (05-23-22) Emergency Relief P...  praft QBB B e

RECIPIENTS (D FIELD SETTINGS X
gCth7TIGCr01
Gina Smith
/N Settings
Jane Farmer >
Jane Farmer Field Name
O AcceptOnly 24D Sbr Signature (By) 24E_ Tille/Relationship of Indvidual Signing in a 247 Date (WH-DD-YYVY)
Capaciy
Recipient
Jane Farmer v

FIELDS

[Signature Type.
Click-to-Sign v
Click-to-Sign

/ Signature

F Signer Initials

Click-to-Initial

Signing Date /' Field Formatting

& Signer Name

Signer Title

iy Signer Company

d. Once you have the stamp(s) added to the document and made the necessary edits,
you will see the “FIELD SETTINGS” box on the right hand of the page. Click on the
“More Options” (3 dots) and you will see a dropdown list of Duplicate and Delete.

Click on Duplicate to add an identical stamp to your document. Now you can drag
and drop it in the next available signature field for the same producer.

< Test G- FSA-520 (05-23-22) Emergency Relief Program (ERP) Phase 1 ... Draft D8 BB e
RECIPIENTS FIELD SETTINGS

semmesummn. ﬂ Duplicate
¢

FSA-520 (05-23-22) 13 t Il Delete
Jane Farme PART D - NAP CROP INFORMATION
17 18 19 20
GG Smith Unt crop Pay Group NAP Payment 2 " certfy that  Nam
: o | quaitying less
O Acceptonly
FIELDS
ure

7 Capture signaturs

| 240" SETSEmaRrE 1B
Click-to-Sign o 5
2 SignerTite U
£y Signer Compan PART F - SA REPRESENTATIVE CERTIFICATION
h S pany 25A. FSA Representative’s Signature —

(see next page for continued instructions)
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5. Once you have all the required signature stamps added to the form(s), Click “SEND TO
SIGN” to automatically generate an email to the producer(s) added to the package. A
confirmation message will appear, and you must click “SEND TO SIGN” one more time to

confirm.
< FSA-2001 Request for Direct Loan Assistan...  oft oy
O Accept Only o
FIELD SETTINGS
FIELDS 3
B="
# o Initials: = Date
y
= FSA-2001 (03-06-15) Page 8ol 8

Complete!

P Ah( F-CE R]IF lL.ﬂ[IfJH AND SIGNATURES
(i )]

p\roﬂdrﬂlngood!mﬁrra e&dhm a loan. (WARNING: 'a'«'huu 1001 af'."ll'lr 13. l “nited States ('odc pm'ldﬂfwrnnmaipvma?ﬁu

16 those who provide false statements 1o the G . If iy Inforimation is fonnd 16 be fulsé or [ncomplite, such fEading may be

groumﬁfor ﬂnu{ o_{th nqlmmi um’MJ
Signat ficant,

You have now sent a package for digital signature to your producer(s).
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7.2 Conducting an In-Person eSigning Session

With OneSpan Sign, transaction owners can send documents for signatures and let recipients e-
sign remotely over the web or in a face-to-face scenario. A combination of eSigning and In-
Person eSigning can be done all in one package.

1. After clicking “SEND TO SIGN”, OneSpan will automatically generate an email to all
producer(s) added to the package. An In-Person eSigning confirmation message will
appear, Click on “YES” to continue. Note: No signing action required for the email sent
to the producer signing in person.

Confirm

Do you want to start signing?

a. Select the producer that is in person to sign and CLICK on the “Start” button.

Welcome, Gina Smith

You are the host for the transaction 'Screenshots - In-Person Sign Package!
Select a recipient to begin signing.

Gina smith
gina.smith@usda.gov
Owner

Optional - Review

Jane Farmer
Janefarmer@gmail.com

Not started
Signerl (o]

Actions Required - Review & Sign

# START

(see next page for continued instructions)
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b. EMPLOYEE RESPONSIBILITY: Click on the “PROCEED” icon to continue to hand
off the documents to be e-signed by the previously selected producer.

© Recipient Hand off X

You are handing off the documents to be e-signed to Jane Farmer.
If you select to proceed, you must hand over the controls to Jane Farmer

CANCEL PROCEED

c. PRODUCER RESPONSIBILITY: Click on the “PROCEED” icon to confirm the mouse
has been handed off to review and e-sign documents.

@ Recipient Hand off X

Jane Farmer, confirm that you intend to review and sign the documents

CANCEL PROCEED

After the producer proceeds to the e-signing ceremony, the Electronic Disclosures and
Signatures Consent form will display, and the producer must click Accept to continue.
Once the producer taps Accept, the producer will be prompted to Tap on either an
Initial or Sign stamp. If there are multiple initials and/or signatures required,

producers can click on the next signature arrow, or they can manually scroll down to
the next signature.

d. PRODUCER RESPONSIBILITY: Hand the mouse back to the employee.

Thank You, Jane Farmer

[y ]
=
i)

}

e. EMPLOYEE RESPONSIBILITY: Click on the “DONE” icon to complete the

producers e-signing ceremony and continue to the next available producer, if
applicable.

(see next page for continued instructions)
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f. Example of a completed In-Person eSigning transaction. This transaction is one of
two scenarios.

1. Gina Smith eSigning as the FSA Representative Approving official on the
document and Jane Farmer, as the producer

2. The document did not require an approving official and only the producer, Jane
Farmer, eSigned.

Thank you, Gina Smith

hie in person transaction signing 1= complete. You Can now view or download tf

& DOWNLOAD DOCUMENTS (2)
Gina Smith
Done @
Jane Farmer
P o Cone &

REVIEW DOCUMEMNTS

g. Example of an incomplete transaction waiting on the FSA Representative Approving
official to sign the document or possibly a producer who was not in person to sign.
Click on the “EXIT SIGNING MODE” icon to exit the signing ceremony.

MORE ACTIONS v

— | EXIT SIGNING MODE @

LANGUAGE EN

Welcome, Gina Smith
You are the host for the transaction Test E - FSA-520 (05-23-22) Emergency Relief Program (ERP) Phase 1 Application Package'

Select a recipient to begin signing

1. Jane Farmer
janefarmereauthentication@gmail.com Done @
Signerl

2.CJ Farmer
janefarmereauthentication@gmail.com Done @
Signer2

3. Gina Smith
ginasmith@usda.gov Notstarted O
Owner -
Actions Required - Review & Sign

Complete! You have now finished the In-Person signing ceremony.
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7.3 Mobile OneSpan Email Workflow

Producers with smartphones may find it convenient to digitally sign documents directly from their
phone. To do this, they will receive an email via their mobile email inbox on their phone.

1. Click on Go To Documents to enter either a 6-digit code via text message or a Q&A will
be required to access the document(s). Once the producer has completed their 2 Factor
Authentication, the Electronic Disclosures and Signatures Consent form will display,
and the producer must click Accept to continue.

o1 Sprint 8:31AM @ 99% =m <4 Gmail o1 T 8:20 AM @ 100% == <4 Gmail ! T 8:32 AM @ 99% ==

N
< m a - 8 ...-sgndbox-gov.esignlive.com o+ asigner-gov.esignlive.com

Gina Smith has added you
as a Signer to "Farmer,
Jane - Request for Direct What is your father's middle name?
Loan Assistance"  inbox =

Please answer the security question(s) below.

ESIGN DISCLOSURES AND CONSENT

Q OneSpan Sign 8:31 AM «

tome >

Hi Jane Farmer,

Gin
"Farmer, Jane - Request for Direct Loan
Assistance".

Smith has added you as a Signer to

Please review and complete "Farmer, Jane -
Request for Direct Loan Assistance"

GO TO DOCUMENTS By

¢ +

Note: It is not necessary for the producer to download the Box app if they are
only using OneSpan to digitally sign.

2. Once the producer taps Accept, the producer will be prompted to Tap on either an Initial
or Sign stamp. If there are multiple initials and/or signatures required, producers can click
on the View the next signature arrow at the bottom of the screen, or they can manually
scroll down to the next signature. Click on Please confirm to complete when done
signing and Click on OK for submission.
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<« Gmail o T 8:33 AM @ 99% = <« Gmail o T 8:34 AM @ 99% = <« Gmail o T 8:34 AM @ 99% =

o+ asigner-gov.esignlive.com 0 o+ asigner-gov.esignlive.com 0 o+ asigner-gov.esignlive.com Iy

Confirm

Please click OK to confirm
your signatures to this

document or click Cancel
to review it again before
submission.

View the next signature

View the next signature

€ > 4+ @ |l o> + @ -] e > + @

Important: Employees should use caution when adding Checkboxes or Radio
Buttons. The producer must be aware to click on the appropriate one BEFORE
signing and submitting. It is very difficult to see these options on a mobile

device.

3. Once the producer taps OK to confirm the signatures, two separate actions will occur.
The Transaction is complete will display and a separate email will be sent to the
producer informing them the signing is now complete. To download the signed
document(s), Click on the left arrow on the “Transaction is complete” page OR Click on
the “DOWNLOAD COMPLETED DOCUMENTS” on the Signing Completed email.

(see next page for screenshot and continued instructions)
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<« Gmail o T 8:34 AM

o+ asigner-gov.esignlive.com

{—
Thank you!

< > + @

<« Gmail o T 8:34 AM @ 98% =m

a signer-gov.esignlive.com

Farmer, Jane - ... —

Electronic Disclosures and ...

cepted this document ESIGN DISC

o by

FSA-2001 Request for Direc.,.

Completed 2 of 2 field(s)

December 12, 2022

! Sprint T 10:16 AM @ 94% @m)

< [ O
Signing completed - the
documents from "Farmer,
Jane - Request for Direct
Loan Assistance" are
available for download.

Inbox

Q OneSpan Sign 8:34 AM N

to me, Gina v

Everyone has signed "Farmer, Jane - Request for
Direct Loan Assistance".

You can securely download the completed
documents here:

DOWNLOAD COMPLETED
DOCUMENTS

Please make sure you download and keep the

4. Complete! The producer has now signed and downloaded a document from a mobile

device.
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8. OneSpan — Edit New Package

You may need to edit some of the detailed information for your recipient(s) or add an additional
recipient(s) to a new package prior to sending for signature. In this example the first name
and last name are reversed.

8.1 Edit a New Package for eSigning and In-Person eSigning.

1. Click on the right arrow next to the recipient, then Click on “Edit”.

< Soldner, Brandon Pack... ot
(Include Area Code): (920) 386-9999 x2 |
RECIPIENTS ¥ n!scon‘mcrumm~ the Ci ity Credit Ci ion (referred to as “CCC") and the undersigned owmners, operalors, or lenants
) The Particiy mmmmmmmmmmmmwomnuuﬂm
[ cccmm.wmrmmmmmsncﬂnnuumaymcm The Participant also agrees fo i
Gina smith acreage the Conservation Plan developed for such acreage and approved by the CCC and the Parficipant. M MPMMCCCWN
comply with the terms and conditions contained in this Contract, including the Appendix to this Contract, entitfed dix fo CRP-1, Ci
Program Contract jreferred fo as "Appendix”). By signing below, hﬂwmwd:muwmvwmum
Soldner Brandon *_w contract penod. The ferms and condiions of this confract are contamed in this Form CRP-1 and in the CRP-1 Appendix and
Eokdner @gmailcom h thereto. BY SIGNING THIS CONTRACT PARTICIPANTS ACKNOWLEDGE RECEIPT OF THE FOLLOWING FORMS: CRP-1; Wimwmm
£st thereto; CRP-2- CRP-2C; or CRP-2G.
QA Rental Rate Per Acre $151.46 10. Identification of CRP Land (See Page 2 for additional space)
T -
O 98, Annual Contract Paymaent $2,675.00 A, Tract No. B. Field No. C. Practice Mo, D. Acres £ a‘ﬂghﬂ
Accept Only
BC. First Year Paymant 5 57117 0006 CcP2 1.18 $ 623.00
FIELDS i 9Cis Soable only when the first yeer in 57117 o007 CcP2 2.44 $ 1,288.00
proraled.) 57117 0008 cp25 7.07 $ 5,194.00
£ signature 11. PARTICIPANTS (If more than three individuals are signing, see Page 3.)
A1) PARTICIPANT'S NAME AND 2) SHARE (3) SIGNATURE (By) {4) TITLE/RELATIONSHIP OF THE 5) DATE
_ - ADDRESS (Inciude Zip Code) - INDIVIDUAL SIGNING IN THE (MM-DOD-
SB Signer Initials ERANDON SOLDNER Click-to-Sign REPRESENTATIVE CAPACITY Signing Date
N1232 SOLDNER RD 100.00 = Soigrar Srangen
ANYWHERE, WI 53559
lE{ﬂ PARTICIPANT'S MAME AND {2) SHARE (3) SIGNATURE (By) {4) TITLE/RELATIONSHIP OF THE (5) DATE

2. The “Recipient” box will display. In this example you would update the First and Last
name and Click “Save”. Any information on the “Recipient” or Authentication” tabs can

be updated.
X
Soldner Brandon
L
Recipi Recipient Details for Soldner Brandon
ecipient .
Type
Authentication . Recipient

Advanced First Hame ™ Last Name*
Soldner Brandon

Email*

bsoldner@gmail.com
Title Company
Language

English -

CANCEL

3. Complete! You have now edited recipient(s) on a package. Click “SEND TO SIGN” to
automatically generate an email to the producer(s).
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9. OneSpan — Edit Sent Package

In a typical edit after sending situation, the employee may find the signer has encountered a
problem and information needed edited (i.e. didn’t receive the email, didn’t receive a text
message, the Q&A does not work) The employee may find they did not include all of the
proper representative authority blocks, a signer was not added, etc. If a situation arises where
changes are needed, follow the next steps to edit or add information as necessary:

Note: Editing after sending a package does not incur an additional charge. The
original transaction cost still applies.

9.1 Edit a Sent Package for eSigning and In-Person eSigning.

1. In Box, Select any document from a producer’s folder and Click on the “Send With
OneSpan Sign FedRAMP”. The Draft Package will display. Click on the “left arrow”
next to the title of the package.

CRP-l WI027 F12926 T57117 CP2 CP25... Draft
\ N
RECIPIENTS @
S N CRP-1 U.S. DEPARTMENT OF AGRICULTURE
(12-02-19) c dity Credit C i
[ Acceptonly CONSERVATION RESERVE PROGRAM CONT

5A. COUNTY FSA OFFICE ADDRESS (include Zip Code)
FIELDS DODGE COUNTY PARM SERVICE AGENCY

451 WEST NORTH STREET
JUNEAU, WI 53039-1120

/ Signature

2. Click on the “left arrow” next to the title of the Package.

DC RP-1WI027 F12926 T57117 CP2 CP25 54 Package

Documents

(see next page for continued instructions)
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3. The Transactions page will be displayed with the ability to select a package from the
Inbox, Drafts, Archived, or Trashed tab. Locate your Transaction name and Click on the
blue hyperlink under the Transaction name column. Remember you can only edit
information for Recipients who have not started or completed signing.

Transactions [ NEW TRANSACTION

Tramsaction name Reciplents Last Updated | Statiss Expiry Date Actions

4. Locked Package - When a producer has been locked out due to too many authentication
attempts, the employee can view the transaction, then click the “Unlock” & icon next to the
recipient’'s name in the “Recipients’ section. An additional option to resend the email
notification to an individual producer is available.

Recipients

2IgNINE oraer was not set

L Amber Herz amber.herz@usda.gov

1 Jane J Farmer ane.j.farmer@gmail.com B -

5. Click the “Edit” option to enable the ability to modify the Recipients. Additional options are
available if you need to resend email notifications to all recipients on the package, resend
email notification to a single recipient, download the package to your computer or trash the
package.

Soldner, Brandon Package

Documents

Recipients

(see next page for continued instructions)
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6. Click the “More” options, then “Settings” or “Remove” to the right of the recipient or Click
the “Add Recipient” option to add an additional signer to the transaction. When done,
Click the “NEXT” button at the top right corner when you have finished all the required
edits.

Soldner, Brandon Package ~ braft ; m
Documents
[N
Recipients
»
1
i E el
 ——

Note: Edits made to the First and Last Name will be automatically applied to
the signature blocks on the document(s) after clicking “NEXT”.

7. Limitations of Editing after Sending

a. IF you have a package with a single recipient who has clicked to sign some of the
signature blocks, but not all of them you will see a yellow block under the document
package AND you will not be able to edit the package

b. IF you have a document package with multiple recipients you will ONLY be able to
edit information for the recipients that HAVE NOT started or completed clicking to
sign documents.

c. Recipients that have completed the click to sign process will not receive another
email to sign the document(s) again. Only recipients who have been edited OR have
partially completed the signing process will receive the same email notifying them to
sign in a new email notification “Search for a Document to add to this package”
search bar.

d. Documents that have already been signed at least once by any recipient cannot be
edited to add additional signature blocks

e. You cannot add or remove a recipient (or recipients) from a document package if
ANY recipient in that transaction has clicked to sign on ANY document in the
document package

8. Complete! You have now edited signers on a package. Click “SEND TO SIGN” to
automatically generate an email to the producer(s).
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10. How to Download Box Drive and Manage Documents

Access all your Box files directly from your desktop, without taking up much hard drive space.
Box Drive is natively integrated into Mac Finder and Windows Explorer, making it easy to

share and collaborate on files.

1. In the “Search” option at the bottom left corner of the screen, enter “Software Center’ and
select it from the list provided. Once the “Software Center” displays, enter Box Drive in the
search box at the top right corner and press enter. Click on “Box Drive” from the results

list.

i
iii
B ||x

o ] )
£ updates Finer: [0 - Sorthy: [Mostrecent

B Operating Systems:

™ installation status HName Publisher Version Status

£ options — & Box Drive 214378

(see next page for continued instructions)
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2. Click on the “Install” button. The configuration popup box will display with the time
remaining. Once it is done, you will be prompted to restart your system for the
configuration changes to take effect. Click Yes to restart now or No if you plan to
manually restart later.

fr_ Software Center

USDA-OCIO-CEC

E'.I Applications Applications ) Application details l}

' Updates

Box Drive 2.14.378

Published by Box

|

[7) Operating Systems
I> Installation status

L Options

CRQ3751554

Basic App Description: BOX Drive 2.14.378 is new update that allows access to all
Box files directly from your desktop. While consuming minimal hard drive space.
Restart Required - No

License Required - No

tus: Available
Version: 2.14.378
Date published: Not specified

uired: No

e: Less than 1 MB

mated time: Not specified
ponents: 0

(see next page for continued instructions)
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Once you have completed a “Restart”, in the “Search” option at the bottom left corner of
the screen, enter “Box Drive” and select the Box Drive App. You will be prompted to sign
into your account. Make sure to use your government email address and then log in with

PIV/CAC. You may take a tour of the Box Drive functionality if desired.

B3 Box Login - X

Sign In to Your Account

Email Address

| : |

Reset Password

4. You will now see Box Drive in the left navigation bar of the File Explorer. You can easily
manage your Box folders and documents from here.

| 4 = | Farmer, Jane
I- Home Share View
< v A » Box » Washington, DC-FLP > Farmer, Jane v O

Box + OneSpan User Guide Name
FSA-20-10641636-MP-0A-

Info Bulletins [) FSA-2001 Request for Direct Loan Assistance
Usage Report

v a Box
» ~ Box Training and Adoption
FSA NRCS Hallway Folder
My Box Notes
v |~ Washington, DC - FLP
., Farmer, Jane  <fe————
NBT Bank or Lenders Indp
Smith, Gina G
Washington, DC - FP

» @ OneDrive - USDA

[%) AD-2047 Customer Data Worksheet Request for Business Partner Record Change - New p}
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5. Click on the up arrow on the "Notification Area" or "System Tray” located in the Windows
Taskbar, usually at the bottom right corner next to the clock. It contains miniature icons for
easy access to system functions such as modem, sound volume, battery status, and more.
Click, hold and drag the box icon to the system tray to quickly search for producer folders.

an easily

Change - New pf

Farmer, Jane

All Files\Washington, DC - FP

Illl 7

Farmer, Jane

FSA-211 POA - Farmer, Jane.docx

(Admin StCty) 29087 F1000 T289 CP38A...

All Files\F5A NRCS Hallway roldenSArE

(Admin StCty) 29001 F1015 T299 CP38A...

Eilec\FSA NRCS H =v Folder

jane farmer _

December 12, 2022

I Reflection
b Glow
b Soft Edges
Farmer, Jane
Created by: Gina Smith
Created: 6/10/2020

Last modified by:  Gina Smith
Modified: 7/16/2020

Size: 14 MB

Ctrl+Shift+Alt+B

426 PM

@HEO O o

6. Complete! You have now successfully added Box Drive.
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11. Approving Documents in OneSpan

Many FSA documents require an approving official signature. When an eSignature is needed,
the approving official will receive a OneSpan email for each transaction. If you have multiple
transactions in a day or over a period of a few days, this can become overwhelming to access
each individual email, 2FA into the document(s), and eSign. This section will explain how to
approve documents via the OneSpan dashboard (https://gov.esignlive.com/fpac) with
eAuthentication. It will speed up the approval process when there are many transactions
waiting for approval.

11.1 Signing Transactions in OneSpan

1. Click on the “REQUIRES MY SIGNATURE” option from the Dashboard. You will be
presented a transaction to eSign. Once it is complete, you will be asked if you wish to
continue with the next available transaction, if applicable. You may continue or exit to end
the signing ceremony.

IMPORTANT: Please make sure you REVIEW each document within the transaction

making sure ALL required signatures have been affixed prior to approval. As always,
DO NOT create a new transaction from the OneSpan Dashboard.

Start your first transaction m

DOneSpan‘;\'?m Dashboard  Transactions  Templates

Dashboard

My Transactions

0
/ REQUIRESMY SIGNATURE / COMPLETED

Recent Transactions  viewall

ransaction name Recipient ts Last Updated Status

11.2 Signing Transactions On Behalf Of A Delegate in OneSpan

To keep business moving forward while you’re away, you will need to delegate sending and
signing privileges in your absence. OneSpan Sign offers Access Delegation, a convenient
feature which allows you to grant others in your organization access to your OneSpan Sign
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account while you’re away from the office. With Access Delegation, your assigned delegate

(i.e.: the person you have granted access to your OneSpan Sign account) can send and sign
documents on your behalf during your absence

The Access Delegation option enables a user to delegate access to their OneSpan
Sign transactions to one or more other users on their account. Specifically, delegates can
sign documents on behalf of the delegator, and they can access the delegator's inbox, drafts,

layouts, and templates. All transactions performed by the delegate nonetheless continue to be
owned by the delegator.

This feature addresses use cases like the following:

e A manager must manage transactions, monitor transaction progress, and retrieve
completed documents for employees who have sent transaction emails, but who are

unavailable at the moment (perhaps they're on vacation, they've left the company,
etc.).

e A group of users is responsible for distributing transactions. While one member of the
group is away, another member must access the absent member's OneSpan
Sign folders to: (1) see if a transaction was sent or completed; (2) retrieve any
completed documents. Note: The preferred method is to add co-workers to the county
office Box Folder as Co-owners, but just in case they forgot, this is a backup option.

NOTE: See subparagraph 2.1 to add a delegate to your OneSpan account.

1. Click the ‘Manage delegation’ icon found at the top right-hand side.

O OneSpangign  Dashboard  Transactions  Templates — :‘ q
Start your first transaction
Dashboard
My Transactions
0 13 0 0
& req /o A

Recent Transactions  Viewall

Transaction name

Last Updated Status
Deere. Beth [NRCS] Packags

Deere. Beth Package

PA-1155

CPA-1155 203UK Redacted Package

rrrrrr 522222 Pay App 1 Package

(see next page for continued instructions)

2. Inthe ‘Manage Delegation’ dialog box, select a delegate name and then click ‘Start
Managing’.

REMINDER: See Section 2.1 on how to have another user add you as a delegate.
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Manage Delegation

Q, Search

Currently delegating for: No Sender
You can select a sender to start the delegation or stop the delegation for the current sender.

Amber Herz

amber.herz@usda.gov \,/

3. The selected delegate can send and sign transactions on your behalf. The delegate also
has access to your transactions.

With the Access Delegation feature, you’ll no longer have to worry about monitoring
transactions in your OneSpan Sign account while you’re away.

0 OHEEP{]W Drashboard
Dashboard

My Transactions

Transactions Templates

9 MANAGE TRANSACTIONS FOR AMBER HERT

-

2 0 _ 0 i 2
& REQUIRESMY SIG ¥ COMPLETED £ EXPIRING SOOM ¥ INPROGRESS
Recent Transactions  Viewsd
Trandaction name Recipients Last Updated Status
Devre. Beth Packaeg Amibeer Hierz, Beth Deere Aarg 1h, 222 I Pregresi
Besh Deore. Amber Herz Aasg 13xh, F022 in Progress

Deere, Beth MRS Package

(see next page for continued instructions)

4. Once you are finished signing on behalf of a delegate, you have two options to end the

delegation:

1. Simply closeout of the OneSpan Dashboard.

2. Click on the “Manage Delegation” icon, select the delegate you are currently acting

on behalf of and Click “Stop Managing”.
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Note: You can also switch delegates when more than one user added you as a
delegate.

Manage Delegation

Currently delegating for: Kirt Peterson (kirt.peterson@usda.gov)

You can select a sender to start the delegation or stop the delegation for the current sender.

Kirt Peterson kirt.peterson@usda.gov

CANCEL

5. Complete! You have now successfully managed transactions on behalf of a sender.
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12. Frequently Asked Questions (FAQS)

Why is my new employee able to log into Box but when they try to use the OneSpan
Integration option it tells them to setup a OneSpan Account?

Follow the steps in Section 2.1 of this user guide to activate your “Send with OneSpan Sign
FedRAMP” account.

If it is still not working after you have activated your OneSpan account, you may have created an
individual Box account outside of the employee FPAC Box Environment. Please contact the
ServiceNow Service Desk by submitting a ticket through the FPACNOW Portal or
dafoprmd@usda.gov for assistance.

Is there a way to send an automatic email from Box to the recipient (farmer) when we add
something to a folder?

Yes. Documents sent using OneSpan Integration automatically sends an email to the recipients
upon clicking “SEND TO SIGN”.

Yes, Documents uploaded into Box will send an automatic email notification if their settings are
correct. Recipients can update their settings by selecting their profile at the top right corner of
page, click “Account Settings”, click “Sharing” tab, then place a checkmark on Downloads,
Uploads, Comments, and Deletes under the “Notification Email” section.

Is it mandatory that customers use these new resources for signing and sharing
documents?

No, It is not mandatory that customers use Box or OneSpan. While these free services do
increase efficiency in document transactions between our customers and USDA Service
Center staff, they are optional resources. Producers interested in hand delivering signed
documents can do so by following social distancing protocols in place at their local USDA
Service Center. Producers can also mail signed documents to their local Service Center via
U.S. postal mail.

Will Box or OneSpan account access only be granted to permanent employees, and not
temporary?

No, not necessarily. A license may be assigned to any employee with Level 2 eAuthentication.

What if a new employee needs access to a Box account?

The State Assigned Point of Contact will reach out to the ServiceNow Service Desk by submitting
a ticket through the FPACNOW Portal to request access for any new employees who need
access to Box. For additional assistance, the State POC may contact April Macdonald in
DAFO at april. macdonald@usda.gov or dafoprmd@usda.gov and Gina Smith in OMS at
gina.smith@usda.gov.
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If access is granted for a temporary employee, what do | need to do to request the removal
of access if he/she is not working but will remain on our rolls as an employee?

The State Office POC will reach out to the ServiceNow Service Desk by submitting a ticket
through the FPACNOW Portal to request the employees Box and OneSpan user roles be
removed. For additional assistance, the State POC may contact April Macdonald in DAFO at
april.macdonald@usda.gov or dafoprmd@usda.gov and Gina Smith in OMS at
gina.smith@usda.gov.

Do producers need an eAuthentication account to use Box or OneSpan?

No, Producers do not need an eAuthentication account to use Box or OneSpan. Box requires an
email address and password, after the producer has verified their contact information with
their local USDA Service Center. One Span requires identity verification through a 2 factor
authentication (2FA) code sent to the producer’s mobile device or, for landline customers, a
question and answer option.

What USDA programs are eligible for sharing and/or signing via Box and OneSpan?

Any FSA document currently available for electronic signature can be managed using Box or
OneSpan. This functionality is not program specific.

Can | use Box to send files to myself when teleworking?

No, that is not the purpose of Box. Box should only be used with sharing documents between
FSA and producers. Please use shared drives, OneDrive, or encrypted email for sharing
documents with telework.

Can | access Box + OneSpan outside of the office?

Yes, USDA Service Center staff can access Box outside of the office using either their Linc Pass
on a USDA-issued computer or in the Citrix environment. Box is available on any personal
computer — Windows or Mac — via eAuthentication, or through the Box app.

What if a producer has multiple entities/farms they work for or with?

Producers who have multiple ventures will still use the same folder with their name on it for all
their farms/entities they work with. Example: Farmer, Jane J will be the folder name and you
can place all documents (C J Farmer LLC, Jane J Farmer Revocable Trust, etc.) Jane is
affiliated with and/or signs for in one folder.
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Can | use Box for long-term storage of documents?

No, Box + OneSpan is not intended for long-term storage of files and documents. The purpose is
to provide a simple and secure gateway between field offices and producers for the secure
exchange of documents to maintain normal producer relations remotely. Documents must be
removed from Box once they have been signed by all required parties. These documents
should then be stored in locations as required by standing policy.

EXCEPTION: With the new Digital Records Management System (DRMS) being available
Spring 2023, fully eSigned records can be stored in Box inside the File Folder titled “Program
Files for Upload into DRMS”. See Section 4.2 for instructions.

With OneSpan, are we now accepting electronic signatures on all forms, including the
FSA-211 and loan document?

No, the FSA-211 form does not allow electronic signature. Note: Handbook 1-CM, Exhibit 50
contains a list of forms and documents not approved for electronic signature.

Can | place producer documents in the main Farm Loan or Farm Loan Programs folder?

No, this could cause a serious violation of PII. If a document is placed in a main folder and then
access is granted to a producer to access the file, the producer will then have access to the
main folder and everything else in it (including individual producer folders). That is why it is
vital that documents are placed in individual producer files with the appropriate main folder
and only the individual folder is shared with the producer.

Can | deviate from the folder structure shown in Section 6?

No, you must keep the two-level folder structure of FP or FLP and then the individual producer
within it. No more sub-folders should be created beyond the point in this document. All
documents relating to this producer, regardless of signatory privileges, will be temporarily
stored in this singular location. Similarly, no producer files should be stored directly in the
“Farm Programs” or “Farm Loan Programs” folders directly. This is because if you store a file
there and then grant a producer access to it, they will see not only that file, but any other file
in that folder and any sub-folders (e.g. other individual producer folders) underneath it.
Therefore, it is critical to keep the producer folder structure as simple as possible to prevent
accidental exposure of Pll to any other Box users/producers.

What should I do if the eSigned document did not come back into the client’s Box Folder?

Access the OneSpan Dashboard to retrieve the signed document at
https://gov.esignlive.com/fpac There are a couple reasons for the document not returning to
the client’s Box Folder. 1) If a user adds a document to the OneSpan Transaction after
integrating with “Send With OneSpan Sign FedRAMP”, then the document was never added
to the folder and therefore will not return to the Box Folder. 2) The Box Folder the transaction
originated from may have been moved or renamed. The folder must not change for the
document to return to the original folder.
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Who should | contact if | have additional questions or need help?

Please contact your State Assigned Point of Contact for Box + OneSpan. The State POC can
contact the FPAC Service Desk, DAFO, or OMS for additional assistance.
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